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Why SMS?

The Security Management System puts user
access under the control of the Security Manager
at your faclility, making things more secure.

The Security Manager can keep OMH updated on
user info easily, so we can contact users when
needed.

The Security Manager can reset users passwords.

OMH is looking to migrate more of its applications
Into SMS, and allow facilities to more easily and
safely assign user access themselves.



How to get access to the
Security Management System

Your Facility Director must first sign the CNDA, or
Confidentiality and Non-Disclosure Agreement on line .

Emall is sent to the Facility Director from the OMH
Security Group with the information a Security Manager
needs to register for SMS. Contact the Help Desk at 1-
800-HELP NYS for further assistance.



OMH Website

http://www.omh.ny.gov
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that includes Many Very Useful
Links

Information for Service Providers

This page provides links to information to assist mental health serice providers.

Administrative/Financial Information
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+ lMental Health Provider Data Exchange (MHPD)
The Mental Health Provider Data exchange (MHPD) is a Web-based application designed to support an accurate and timely master directory of providers in the
Mew York State public mental health system. The MHPD enables local mental health authorities and providers to use the ease of the Internet to verify or request
changes to program information they are required to submit to OMH.
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« Patient Characteristics Survey (PCS)

o PCS 2009 Data Collection - Programs funded or licensed by OMH report client-level demographic, clinical, and senvice descriptions for persons they
semved during the week of the survey. All survey data are submitted to OMH electronically using the Web-based PCS application. This page provides
mental health providers with information about the 2009 survey timeframe and requirements for preparing for and obtaining access to the Web-based PCS
application.

Patient Characteristics Survey (PCS) Portal - The PCS provides a comprehensive one—week "snapshot” of the population served by New York State’s
public mental health system. View demographic, clinical, and senice-related information for each person who receives a mental health senice during the
specified one—week period using the dynamic Portal Summary or Planning Reports.
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<' + Security Management System (SMS)
i an OMH Web-based application that state and local facilities use to grant their staff access to secured OMH Web-

based applications including the Patient Characteristics Survey (PCS) and PSYCKES Medicaid.
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including one to the Security Management System Home Page, where
you will find information about SMS, a user manual, and links to the
application itself.



How to use the
Security Management System

Log on using your User ID and Token

A token is a thumb sized electronic device
with a 6 digit number that changes once a
minute that functions as a secure password.
It will be malled to you from OMH.



Once you log in, you will see the SMS
User List

Tuesday, December 07, 2010

Security Management System [SMS] b ShOWS a” the USeI'S at
s your facility who have
Jsers OMH User IDs

User List: User Count =3

Helen Tester-

Select a userlD from the list below to grant the user access to an application. (Currently, PSYCKES, MHPD
and PCS are the only applications available.) If an individual is not listed, you can create a userID for him/her
by clicking on the "New User" button and completing the "New User" screen.

Mote: The list below may not include all OMH userIDs at yvour agency. In rare circumstances, UserIDs will not i SearCh Crlterla al |OWS

be displayed. If you need to grant access to a user missing from the list and you know the individual already

h COMH 10, pl lick the "New User" buth d th ter the individual's OMH 1D th d

":;'A?TJSEF" sLé?E;n. please click on the "Mew User” button and then enter the individual's useriD on the you to narrow Own

Edit User ID Name Token Assigned | H k' H
> 222240 ~ your user ISt, ma INg It

Adams, Mary YES
A+ 03041D Doe, James no 1 I
# 70520FPE  Jones, Frank no eaSIer to Ocate a

E particular user

Search Criteria:

Agency: Test Facility (for user manual) ® The H e | p M a.n Ual

Application: |---- Any Application ---- = .
peertes |I_as,t MName: First Name: WhICh you Can acceSS
:::::Deactivated II— I through the Help

User

Sron Sty - [ Gearseahontoria | [ et menu above, has more
Information
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Assigning MHPD User Access In
SMS

Users
User List: User Count = 3

Select a userlD from the list below to grant the user access to an application. (Currently, PSYCKES, MHFD
and PCS are the only applications available.) If an individual is not listed, yvou can create a userID for him/her
by clicking on the "New User" button and completing the "New User" screen.

Note: The list below may not include all OMH userIDs at your agency. In rare circumstances, UserIDs will not
be displayed. If yvou need to grant access to a user missing from the list and you know the individual already
has an OMH userID, please click on the "New User" button and then enter the individual's OMH userID on the
"New User"” screen.

Edit User ID Name Token Assigned
A4 2222AM Adams, Mary VES
# 03041D Doe, James no
P 520FFB  lones, Frank no

Hew User

Click the pencil icon to edit a User




Edit User Screen

Check the box for the correct Group Name, then click “Update”

Any field with an asterisk is required and must be filled before
clicking “Update”

Edit User
User Information:
User ID: 70520FPB
= First Name: M.I1.: * Last Name:
Name: IFrank IP |Jnnes
* Date of Birth: IW * Gender: I.MTE
= Title: |Director Of L.T. ]
* Email: Iburns@email.com |
* Work Phone 2: Im Ext.: I:
* Agency: County Department of Mental Health
SecurlD® Token: Not assigned

Last Updated By: Jane Doe on 01/05/2011 04:55:19 PM

New User | | Update Deactivate | l Reset Passwuﬂll l Users

Mental Health Provider Directory [MHPD]

Authentication: Bafsword or Toke

Groups: Group Name

Provider - User add or update _E

an view Facility infermation an
programs and sites. ) "
as all the Provider User functionality an

acility maintenance page and update the fac
as the same functionality as a Provider User for

facility in the county.

Has all the County User functionality and can edit the
county DMH's Facility maintenance page and update the
facility record.

Provider - Admin edit the

County - User

1 B8 [

County - Admin
=l




Selecting the Correct User Access

Provider User — a User at an individual Facility who can access all the information
currently available for that Facility in MHPD. A User with Provider access can add,
update or close programs using Change Requests, Administrative Actions and EZ

PARS.

Provider Admin — a User at an individual Facility who has all the Provider User
functionality and can edit the facility information as well. Additionally, a User with a
Provider Admin role can edit the facility maintenance page, as well as designate
Users to complete the Facility and Case Management Surveys. The Provider Admin
can also assign persons to receive facility notifications sent out by OMH via email.

County User— A County or New York City Mental Health Department User can
search, view and request updates to Facilities in their county, and Programs, and
Sites for any Facility (regardless of location) which operate in the county. They can
view change requests and can request the opening or closing of existing unlicensed
programs in their county. They can view but not submit Administrative Actions and
EZ PARs.

County Admin — a User at a county Facility who has the same access as a County
User, and has all the functionality of the Provider Admin for the County DMH'’s facility.

11



When Finished with Editing

Edit User

Security Management System [SMS]

Albany County Department of Mental Health

Friday, January 14, 2011

* Click “Logout”
to logout of
SMS then
close the

The user's information has been updated.

T R

program

User Information:
Uszer ID:

Mame:

* Date of Birth:
* Title:

* Email:

* Work Phone #:
* Agency:
SecurlD® Token:
Last Updated By:

7F0520FPEB

* First Name: M.I.: * Last Name:
[Frank | e | |iones
01/01/1903 * Gender: [Male |5

|Director Of 1.T.

|burns@email.com

Ext.:

(513) 555-1000

Albany County Department of Mental Health

]

Mot assigned

Jane Doe on 01/14/2011 02:26:52 PM

P
* Click “Close”

to return to
Edit User
screen for this
user

e Or

New User | |

Update | |

Deactivate

| | Reset Passwurd| |

Users

Mental Health Provider Directory [MHPD]

|‘\  Click “Users”

Authentication:
Groups:

Fazzword or Token
Group Name

Frovider - User
Frovider - Admin

County - User

OO0

County - Admin

Can view Facility information and can add or update
programs and sites.

Has all the Provider User functionality and can edit the
facility maintenance page and update the facility record.
Has the same functionality as a Frovider User for each
facility in the county.

Has all the County User functionality and can edit the
county DMH's Facility maintenance page and update the
facility record.

to return to
User List and
choose
another user
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Changes in Features in MHPD

On logging in, the Verify Contact Information
Page will require all users to confirm their
Information.

Security Managers will make necessary corrections
to user information in SMS by selecting the user
from the user list, editing their information, and
clicking “Update”.

13



When you log in to MHPD...

Verify Contact Information

Contact Information for Jane Doe

NOTE:
For security reasons, OMH asks that yvou verify your title, email address and phone

-
[3:]
L]

5
—

number before accessing MHPD. Please check the information provided below and, if
correct, click "YES" to continue using MHPD. If any information is not correct, please
contact the Security Manager at your facility, who can correct this information for you
in the Security Management System. If yvour email address is missing, you will not be
allowed to continue, and MUST contact your Security Manager in order to proceed.

The follgud LY
Phone #
(518)555-1000

Email Address

chjm@ombh.state.ny....

< Security Manager's Name
%Sﬂrity Manager

Contact Information:

User Id: L2222HXS

User Name: Jane Doe

Title: Title

Email Address: chxs@omh.state.ny.us
Fhone £: (518)555-1000 ¥

* Check your information at the bottom of the sC

 |f there are errors, contact your Security Manager, listed here

If no email address is listed, you will not be

allowed to proceed into MHPD, you MUST

contact your Security Manager first to make
corrections

If everything is
correct, click “Yes” to
continue on into
MHPD

14



These two features will only be
available to County Admins and
Provider Admins.

The Edit Agency/Facility Change
Request allows an Admin to update info for
the Facility, CEO and Facility Director.

The Maintenance Page will allow an
Admin to select an MHPD User as the
Primary Facility Contact.

15



Updating Facility Information

Edit Agency/Facility
Agency:

[Agency Information:
Web Site:
Web Site:

Name:
Pasition:
Address:

City, State Zip:
Phone:

Name:
Paosition:
Address:

City, State Zip:
Phone:

Facility: [2222]

Facility Information:

Facility Name:
Address:

B. 0. Box:
City, State Zip:
County:
Phone:

Fan:
Last Updated:

*Facility Name:

[20202] - Test Facility (for user manual)

Chairperson of the Board:

- Test Facility (for user manual)

Submit Change Regquest

Close Without Submitting

www.mhpd.testing.com . _ .
Fields prefixed with * are

|'r\-'r\-'r\-.mhpd.testing.com required.
Title: First Name: Last Name: Degree:
Drr. Susan Brown M.D.
Board Chair
123 Main Street
Albany NY 12209-1010
(123) 555-1000 x
Title: First Name: Last Name: Degree:
|Dr. j |Susan IErown |M.D. j
Board Chair =
123 Main Street &
[albany |y |8l [12205-1010

[t123) S55-1000 x|

Test Facility (for user manual)
123 Main Street

Albany NY
Albany

(123) 555-1000 *
(123) 555-1001
8/3/2010 1:40:47 PM

12209-

& Name changes for a facility require a request in writing with the
submission of the amended Certificate of Incorporation to OMH.
This is followed with a copy of the proof of filing with the

Secretary of State.

|Test Facility (for user manual)

*Address: |123 Main Street =
F. O. Box: l—
*City, State Zip: Albany INY j |12209-_
*County: Albany d
*Phone: (123) 555-1000 L
Fax [(123) 555-1001

Director:

* The Edit
Agency/Facility Change
Request can only be
submitted by a user
with County Admin or
Provider Admin status

* This Change Request
allows the Admin to
update Facility
information, address,
email, Executive
Director name and
contact information and
SO on.

* The Admin should be
someone who will keep
this information up to
date

16



Updating the Primary Facility Contact

The Primary Facility Contact is the person at
your facility who the County Admin or Provider
Admin designates to receive copies of all
email notifications sent out by OMH.

Directory Search | My Change Reguests | Administrative Actions | EZ PARs | Surveys Maintenance JHelp | About | [Logout] |

Click here to go to the Maintenance page... then click here
to go to the MHPD User Maintenance List of Users.

Maintenance

MHED User Maintenance:

MHPD User Maintenance:
Thiz maintenance option allows you to view and edit MHPD Users,

17



Mo York Stata t

Wednesday, January 12, 2011

Mental Health Provider Data Exchange (MHPD)

User: Jane Doe

Help | About |
MHPD User Maintenance

= Filter Criteria

User Id: I Facility Code or Name: | Include Inactive Users: [ Filter |

Uzer Name: | Email Address: |

Return to Maintenance

User Mame « Email Address  Phone & Group Mame Facility
L2222HXT Helene Testytester tchxs@omh.st...(518) 555-1000 Provider - Admin [2222] Test Facility (for user manual) ;;F
L2222LV Lulu Von User tchxs@omh.st...(518) 555-1000 Provider - Admin [2222] Test Facility (for user manual) o
L2222MYT Mhpd Test3 tchjm@omh.s... (518) 555-1000 Provider - User [2222] Test Facility (for user manu o E

e All Users with MHPD access are listed.

* Pick the User you wish to designate as Primary Facility
Contact

e Select the Edit Icon to edit a user.

18



Edit MHPD User
MHPD User: [L22221V] - Lulu Von User

User Information:
U=zer Id: L22221W

User Name: Lulu Von User

Title: Administrative Guru

Email Address: tchxs@omh.state.ny.us

Fhone #: (518) 555-1000 X
Group Mame: Provider - Admin

Facility: [2222] - Test Facility (for user manual)

Change Requests:

Update

Return

Click the che;jo)ox and this User will

receive all MHPD notifications. You
may only have one Primary Contact.
To change your Primary Contact,
select a different user and check the
box. Selecting a new user will remove
the old one from the position of
Primary Facility Contact.

Click Update to
save your
selection.

19



Security Management System

MHPD Module

If you have guestions, e-mail us.

20


http://www.omh.ny.gov/omhweb/email/compose_mail.asp?tid=IT_mhpd_1
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